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Introduction
The COTI platform overcomes what is perhaps the greatest obstacle to the widespread adoption of digital
currencies by turning cryptocurrency into a payment method for everyday goods and services. It accomplishes this by making cryptocurrency seamlessly convertible into a COTI ERC-20 token. COTI Pay will enable
consumers to pay merchants with COTI ERC-20 tokens in exchange for merchandise offered on e-commerce
sites. This is a solution that effectively positions cryptocurrency in the real world economy.
The core element of the COTI Pay solution is the COTI ERC-20 token, which serves three key functions. Firstly,
it covers users’ transactional risk until the trade is complete, obviating the need for intermediaries. Secondly,
it equitably determines who can exercise various types of transactions and when based on incentivization.
Thirdly, since the token serves as a login gateway, only users who possess COTI ERC-20 tokens can use COTI
Pay and unlock access to the COTI Pay platform. These functions occur automatically due to the inherent
nature of the COTI Pay protocol.

The problem: promising yet imperfect markets
Cryptocurrency suffers from a number of shortfalls despite its many advantages, rapid propagation and
revolutionary implications. First among these is its lack of fungibility, as cryptocurrency is not readily
convertible into goods and services that people truly desire. By contrast, gift cards, stable coins and vouchers
are easily exchanged into goods and services, which is their primary purpose. Nevertheless, a number of
disadvantages impact these mediums as well, such as transfer difficulties due to double spending risks and
the fact that demand for cryptocurrency payments outstrips supply.

The growing cryptocurrency market
The revolutionary potential of cryptocurrency and the market growing around it is unequivocal. Cryptocurrency market capitalisation has grown over 30,000% in the last five years to its current level of over $300 billion
USD. Such remarkable growth is not surprising given the range of advantages cryptocurrency offers relative
to traditional fiat currencies:
The underlying blockchain technology makes intermediaries obsolete by embedding transaction records
in a distributed database, thus reducing transaction costs and market friction.
The distributed nature of the database makes transactions transparent and highly resistant to double
spending risks.
The mathematical logic underlying blockchain technology makes it a natural vehicle to store value. It
causes any guarantees by regulatory agencies in the form of mints, central banks and other government
agencies to be obsolete.
Encryption is integrated directly into the currency, making illicit tampering and manipulation impractical.
Although the superior capacity of cryptocurrency to store and transfer value makes it an ideal vehicle for
investments and savings, it is impacted by decisive weaknesses. Cryptocurrency has not been widely
accepted as a means of payment for many reasons, ranging from legal hurdles to the lack of user-friendly
tools and the cumbersome nature of exchanging cryptocurrency for goods and services.

Notwithstanding its advantages, cryptocurrency is difficult to spend and remains locked in its digital form.
COTI Pay will enable holders to spend their cryptocurrency on goods and services, which will multiply its
value due to the use of COTI Dime.
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The Solution: using each market to fix the other
The COTI Pay platform solves the deficiencies of both payment methods and cryptocurrency by making them
seamlessly interchangeable. On the one hand, COTI Pay unlocks cryptocurrency from the confines of digital
media, making it readily convertible into goods and services through the use of COTI ERC-20 tokens and the
COTI-X exchange. On the other hand, it creates a definitive liquidity network by freeing cryptocurrency from
individual holders, thus making transfers simple, safe and transparent.

The COTI Pay platform finally enables users to spend their cryptocurrency. It includes a cutting edge frontend,
a fully transparent and blockchain-based backend, as well as a digital wallet to effortlessly store and manage
all of the user’s tradable units. The frontend provides users with intuitive access to a broad catalogue of
merchants and their available COTI Dime balance.

The COTI Pay platform
COTI Pay is COTI’s Ethereum-based solution, which serves as an off-the-shelf business platform. COTI Pay will
enable consumers to pay merchants with COTI ERC-20 tokens in exchange for merchandise sold on e-commerce sites. To this end, the product will consist of a frontend web application, inclusive of the COTI Pay
wallet, as well as a backend layer that serves both the wallet application and third party API calls from
merchant backend servers.

COTI Pay Overview

3

COTI Pay platform objectives
1. Enable merchants to sell merchandise to consumers in exchange for COTI ERC-20 tokens.
2. Demonstrate the actual use case and features of COTI’s online payment solution. This includes a COTI wallet,
an arbitration process and a trust scoring mechanism.
3. Contribute to COTI’s product development efforts. The wallet and arbitration frontend applications are
intended to be used once COTI’s network is up and running. As for the backend logic, it will migrated to use
COTI’s own network once the main net is launched.
4. Enable early adopters to experience immediate payments with a price stable cryptocurrency.

COTI Pay components
Wallets
Trust scores for both consumers and merchants
Arbitration to support disputes between consumers and merchants
COTI-X exchange
Merchant API with the ability to embed a ‘PAY WITH COTI’ button on the merchant website, as well as
a callback to the merchant once the transaction is confirmed.
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Assumptions
The design relies on smart contract issuance with an initial allocation of COTI ERC-20 tokens.

User characteristics
The project includes four types of users:
- Consumers
- Merchants
- Arbitrators
- Administrators (backend layer only)
All participants, with the exception of administrators, are required to undergo a KYC process in order to
access the system. Since KYC information is collected during pre-sale registration, contributors in all stages of
the token sale will be able to join as consumers and apply to be arbitrators.
Participants in the pre-sale and private sale can only become consumers once their lockup period is complete.
Pre-sale contributors who didn’t opt for a lockup period will be able to participate during the network launch.

User identification
The identity of the user is defined by his e-mail address. The email address would be the key linking KYC
information to a user in the system.

System flow from beginning to end
The COTI Pay servers will operate in a similar fashion to crypto exchanges by receiving the COTI ERC-20
tokens and displaying a balance that is stored within a backend database.
When the COTI token sale is finalised, the tokens will be distributed to participants. Those who wish to join
COTI Pay will be able to login to the COTI wallet web application using their email. They will be shown an
Ethereum wallet address for COTI Pay, to which they can send their COTI ERC-20 tokens.
The backend layer will monitor these addresses using an Ethereum node and increase the user balance in the
database accordingly. Consumers will be able to use their balance to purchase merchandise from participating
merchants and the COTI wallet will reflect the balance.
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System flow from beginning to end

Payment flow
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1.The consumer clicks ‘Pay with COTI’ on the merchant website
2. The consumer’s wallet is opened in an iframe on the login page.
3. The consumer logs in.
4. The consumer sees that his/her wallet is ready to send a transaction, and the destination address is
populated with the merchant’s wallet id
5. The ‘amount to send’ field is populated with the purchase amount
6. The consumer clicks ‘pay now’
7. The consumer sees his/her updated balance
8. The merchant receives a callback URL, and his/her wallet balance is updated

COTI Wallet web application
The COTI Pay wallet will provide consumers with an easy solution to make purchases from merchants. For this
purpose, the wallet balance will reflect the amount stored in COTI’s backend servers until the COTI main net is
launched. Once this occurs, the wallet will transition to reflect the amount of COTI coins and will interact with
COTI’s decentralised network of Full Nodes.

Wallet application
The wallet consists of a responsive, web-based application that supports desktop and mobile devices.

The arbitrator wallet will include an arbitration tab and notification panel, which provides
mediation request notifications, status changes, pending actions and resolutions. The notifications panel will update in realtime using a websocket.
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Onboarding (Optional layer)
All COTI user onboarding procedures are executed through the COTI CPS (Central Payment Server):

Users who did not acquire tokens directly from COTI (through COTI-X or one of the token sales), will be able to
use COTI Pay after completing the following onboarding procedure:
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KYC process in COTI Pay (optional layer)
KYC/AML due diligence points:
1. Customer identity
2. Beneficial owner identity (where applicable)
3. Purpose of business relations
4. Ongoing monitoring, particularly for transactions exceeding 15,000 EUR in the EU and UK
5. Source of funds may be required to explain the nature of business relations

The possible COTI Pay prototype structure (prior to any licensing)

Possible onboarding process
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Wallet distribution and hosting
The wallet application will be hosted on a dedicated web server.
The wallet will be open source (GPL or other equivalent license) and available on COTI’s Github.

Reserve fund and merchants rolling reserve
Because user balances in COTI Pay are locked in the backend, a physical reserve is not required. The reserve
fund logic will consist of a limitation on the amount of COTI merchants can withdraw from the system.
Merchants will be able to issue withdrawal requests through their wallet, and the merchant rolling reserve
calculation will also be viewable there.

Use of DAG in the backend layer
Transaction data will be saved in a DAG data structure.

Trust server
There are two fundamental types of COTI Pay trust score algorithms:
The Initial Trust Score Algorithm (ITSA) is run when a new user joins the network. This uses prior information about the user to estimate their opening trust score in the network. The inputs to this algorithm
include KYC/AML information and other personal data. The output is the starting trust score assigned to
the user, and possibly other supporting information.
The Trust Score Update Algorithm (TSUA) is run regularly for existing users of the COTI network. It
updates each user’s trust score based on their behavior in the system. The inputs to this algorithm are the
previous timestamp and trust score for a user and all network behavior since that time. The output of this
algorithm is the updated trust score for that user.
One possible way to think of a user trust score is to view it as a combination of contributing bonuses and
penalties, such as contributions from successful transactions and penalties from dishonest behavior. It seems
natural that each of these contributing factors would decay over time, so that more recent events have the
most influence over the current trust score of a user. It would also be logical for different components of the
trust score to decay at different rates depending on their severity. For example, if someone has committed a
serious crime like fraud, then the penalty will only decrease slowly with time. This is in contrast to the penalty
for a small misdemeanor, which will decay faster and will therefore have a smaller long-term impact.
Because of the sensitive nature of the documentation to be submitted, the initial calculation of the Trust Score
(ITSA) is carried out by a centralised KYC / AML server (CPS) where the initial documentation is stored. The
desensitised information (trust score and account number) will then be forwarded to the Trust Score Nodes
that will take on the task of calculating trust scores (running TSUA).
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COTI Pay integrates and displays participant Trust Scores in the wallet [0,100]
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Arbitration flow in COTI Pay

Interaction with the COTI token smart contract
- There will be a number of dedicated multisig HD cold wallets on the ethereum network for COTI PAY.
- We'll run 2 ethereum mainnet nodes on AWS
- As previously specified - A backend server will monitor the COTI token smart contract (the same contract
used in the ico) listening for any token Transfer Events to the coti wallet address (the monitoring will be done
through our own ethereum node).
The backend server will issue a "COTI" balance, saved in a database, in exchange for the tokens.
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Interaction with the COTI token smart contract
- There will be a number of dedicated multisig HD cold wallets on the Ethereum network for COTI Pay.
- Two Ethereum main net nodes will be run on AWS
- As previously specified, our own Ethereum node will monitor the COTI token smart contract (the same
contract used in the ICO) and token transfer events to the COTI wallet address. The backend server will
issue a COTI balance saved in a database in exchange for the tokens.

Security aspects
Using the COTI token for payments demands high security protocols. The following is a high level overview of
various security aspects.

Token storage security
- The majority of tokens will be held in multisig cold wallets.
- Token withdrawal requests will be processed manually once a day.
- Private keys will not be kept in unencrypted form under any circumstance.
- Any use of hot wallets will be minimal. For example, a swipe wallet account used to process deposits will
transfer received funds to a cold wallet after verification.
- If required, a small percentage of tokens (less than 10%) will be kept in a hot wallet for liquidity purposes.

Client-side security
- Captcha will be required during the authentication process.
- Implement all React framework security best practices (dangerouslySetInnerHTML will be avoided).

Backend security
- The backend server infrastructure will utilise AWS security features (security groups, isolated private
networks, etc.)
- DDoS protection will be enabled (AWS Shield)
- Various security protocols are provided out of the box in the backend framework, including route and SQL
injection protection, secure cookies and more
- Injection, routes protection, secure cookies etc.
- All recommended security headers will be added (X-XSS-Protection, X-Frame-Options, etc.)

Admin users
- Admin access will be minimal.
- 2FA will be required for admin access.
- Two SSH keys will be required for sensitive production servers (bastion key and a dedicated SSH key per
user per server).
- Access to administration CRM is only available from the COTI office
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Monitoring and logging:
- Monitoring and logging will be enabled, where relevant, to track, record and provide alerts on possible
abnormalities.

Merchant integration
Merchants will be provided with the following components:
1. A thin UI layer (“Purchase with COTI” button, UI/UX elements)
2. COTI Pay API, including a callback url to notify merchants about funds sent from consumers
3. A sandbox API environment for testing calls to the API
4. API integration documentation

Conclusion
COTI Pay creates a network of tools and services that support crypto payments. The COTI Pay network creates
a potential link between merchant economic activity facilitated by fiat and crypto payments and COTI Dime
distribution as a means for engaging in this economic activity.
The COTI Pay network provides a gateway to support payments for goods and services. To this effect, COTI
Pay lowers the barriers for merchants to upgrade their payment infrastructure and eliminate costs paid to
intermediaries.
Accepting cryptocurrency as a payment method on merchant websites opens up new business opportunities.
Most millennial consumers tend to shop using digital currencies, which will enable merchants to gain access to
a new customer base by accepting cryptocurrency.

COTI Pay Overview

14
13

Legal Disclaimer: The material in this communication is not intended for distribution to, or use by, any person in any jurisdiction where it would
be contrary to local law or regulation. In particular, the information in this communication is not intended for, nor applicable to, the citizens of
thePeople’s Republic of China or the U.S. No liability is accepted by or on behalf of COTI Limited (“COTI”) for any errors, omissions, or statements
in this communication, nor the decisions made, directly or indirectly, in reference to this content. Errors and omissions excepted.
The content of this communication is provided for information purposes only and describes a plan which is subject to changes at any time,
with or without prior notice, at COTI’s sole discretion. The exact dates and timelines in this communication may be adjusted according to market
conditions. All trademarks, product names, company names and their respective logos cited in this communication are the property of their
respective owners. This communication shall not be interpreted as financial, legal, tax, or any other type of advice or counselling to endorse
the purchase of COTI tokens. Purchase of COTI tokens is subject to applicable laws and regulations and is not permitted in certain restricted
jurisdictions. Prospective contributors are required to obtain adequate counselling also in relation to applicable laws and regulations in their
respective home countries and places of residence, before making any specific decisions.
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